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ADDITIONAL RESOURCES
» Getting Started with Classified

» Understanding Classification

* Non-DC Responsibilities

» How to Read a Classification Guide

e Security Message: Export Control

o Security Message: Microsoft Teams
» Who and What Can Go Where?

» Mobile Devices and Secure Space

e Critical Information Lists (CILs)

 DOE & Sandia Reporting Requirements
FAQs

o Controlled Articles at Sandia



https://www.sandia.gov/files/security/Getting_Started_With_Classified.pdf
https://www.sandia.gov/files/security/Understanding_Classification.pdf
https://www.sandia.gov/files/security/SEC100_2022/Non-DC-Responsibilities-SEC100.pdf
https://www.sandia.gov/files/security/SEC100_2022/How-To-Read-a-CG-SEC100.pdf
https://www.sandia.gov/files/security/SEC100_2023/SecurityMessageECI.pdf
https://www.sandia.gov/files/security/SEC100_2023/SecurityMessageTeams.pdf
https://www.sandia.gov/files/security/WhoAndWhatCanGoWhere.pdf
https://www.sandia.gov/files/security/MobileDevicesandSecureSpace.pdf
https://www.sandia.gov/files/security/ProhibitedArticles.pdf
https://www.sandia.gov/files/security/CriticalInformationLists.pdf
https://www.sandia.gov/files/security/ReportingRequirementsFAQ.pdf
https://www.sandia.gov/files/security/ControlledArticlesatSandia.pdf

























NARIO 1: THE REAPPLICATION CONVERSATION

All classified computing systems must be evaluated and cleﬁ'ed{?
of anything with potential to store classified information (e.g.,
hard drives) before being destroyed, reused, permanently
removed from a VTR or safe, and/or sent to Reapplicaﬁo d

To start the evaluation process, you must call CCI-,D—
(505-845-2243, option 1+1). =

Only after Classified CCHD personnel have verified that t
computing system is cleared of classified can the equip
managed as unclassified.

Reapplication is not authorized to receive classifiec
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 SAFEGUARDS & SECURITY UPDATE

Safeguards & Security Update

The Safeguards and Security programs continue to seek
ways to assist everyone at Sandia with their security
responsibilities through policy updates, best practices, and
information that can be used to protect yourself at work
and at home.

The resource documents below provide additional
information for the security updates in this module.

» Critical Information Lists

» Reporting Requirements & FAQs

« Controlled Articles at Sandia



https://www.sandia.gov/files/security/ProhibitedArticles.pdf
https://www.sandia.gov/files/security/CriticalInformationLists.pdf
https://www.sandia.gov/files/security/ReportingRequirementsFAQ.pdf
https://www.sandia.gov/files/security/ControlledArticlesatSandia.pdf

OPSEC - Critical Information Update

Critical Information is specific facts about Sandia’s
intentions, capabilities or activities vitally needed by
adversaries to plan and act effectively. Per SS013,
Critical Information Policy, programs or centers are
required to engage Sandia’'s OPSEC program to
identify critical information specific to their work.

Unclassified government information determined by
Sandia’s OPSEC program to be critical information is
controlled unclassified information (CUI) using the
Operations Security category and is marked and
controlled as CUI//OPSEC.

Practice OPSEC by being familiar with your critical
information lists and controlling that information as
CUL. All critical information lists can be accessed on
the Critical Information List Library page. For more
information, contact Sandia’s OPSEC program at
opsec@sandia.gov.

SAFEGUARDS & SECURITY UPDATE
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Reporting Requirements Reminder

In October 2022, the DOE and Sandia Reporting
Requirements of Security Interest was updated.
Notable changes include a requirement for security
clearance holders to report all foreign travel to any
country for any reason, and a requirement to
report unusual infusions of assets greater than
$10,000 (such as inheritance or winnings. Note that
unusual infusions do not include every day
occurrences such as sale of property, loans,
stocks/tax refunds, etc).

As a Sandia-sponsored security clearance holder, it
is important that you maintain an understanding of
your reporting requirements, especially as they may
have changed from the last time you reviewed them.
For more information, see the Reporting
Requirements FAQ.

For questions, or to report, contact Security
Connection | 505-845-1321 or 321 from any Sandia
landline phone | security@sandia.gov

SAFEGUARDS & SECURITY UPDATE

4 You must click each of the
buttons to continue.

OPSEC: Critical
Information Update

Reporting
Requirements

Controlled Articles &
CARP




Controlled Articles & CARP

A controlled article is any electronic device capable
of recording information or transmitting data,
including audio, video, radio frequency, infrared,
and/or data link electronic equipment. Examples
include video and photography cameras, recording
equipment, transmitting equipment, and more.

Per SS007, Controlled and Prohibited Articles Policy,
ou may not use Sandia-managed controlled articles

In Limited Areas or Vault- er Rooms (VTR) without

grior authorization using the Controlled Articles
egistration Process (CARP).

For more information, visit carp.sandia.gov or
contact carp@sandia.gov.

You must click each of the
buttons to continue.
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SECTO00 Completion Record: 2023/2024

By completing this form, you acknowledge that you have read the
Sandia National Laboratories 2023/2024 Annual Security Refresher Briefing
and understand your security responsibilities.

Complete the information below and email to securityed@sandia.gov to receive
credit in the Sandia Learning Management System.

Full Name (print):

SNL Org # or Company Name:

Signature: Date:

Email Address:

For security questions or to report:
321 from a Sandia landline | 505-845-1321 from any phone
security@sandia.gov
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